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Scan of miftahulkhairrealestate.com

Scan details

Scan information

Start time 2026-04-30T11:24:28.839831+04:00
Start url https://miftahulkhairrealestate.com/
Host miftahulkhairrealestate.com
Scan time 109 minutes, 0 seconds
Profile Full Scan
Server information hcdn
Responsive True
Server OS Unknown
Server technologies PHP
Application build 24.1.240111130
Threat level

Acunetix Threat Level 2

One or more medium-severity type vulnerabilities have been discovered by the scanner. You should investigate each of
these vulnerabilities to ensure they will not escalate to more severe problems.

Alerts distribution

Total alerts found 15
A Critical
A High

~ Medium

v Low

w oo » O O

® Informational



Alerts summary

~ Development configuration files

Classification

CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:A/VC:L/VI:N/VA:N/SC:
N/SI:N/SA:N
Base Score: 2.1
Attack Vector: Network
Attack Complexity: High
Privileges Required: None

CVSS4 User Interaction: Active
Confidentiality Impact to the Vulnerable System: Low
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:N/A:N
Base Score: 3.1

Attack Vector: Network

Attack Complexity: High

Privileges Required: None

User Interaction: Required

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

CVSS3

Base Score: 5.0
Access Vector: Network _accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: Partial
Integrity Impact: None
Availability Impact: None

CVSS2 Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-538
Affected items Variation
Web Server 1

~ HTTP Strict Transport Security (HSTS) Policy Not Enabled

Classification



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

~ SSL Certificate Is About To Expire

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:N/VA:N/SC:
N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-16
Variation
1



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

~ WordPress XML-RPC authentication brute force

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:N/VI:L/VA:N/SC:
N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:L/A:N
Base Score: 5.3

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: Low

Availability Impact: None

Base Score: 5.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-298
Variation
1



CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:L/VI:N/VA:N/SC:
N/SI:N/SA:N
Base Score: 6.9
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None

CVSS4 User Interaction: None
Confidentiality Impact to the Vulnerable System: Low
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:C/C:L/I:N/A:N
Base Score: 5.8

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Changed

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

CVSS3

Base Score: 5.0
Access Vector: Network _accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: Partial
Integrity Impact: None
Availability Impact: None

CVSS2 Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-521
Affected items Variation
[xmlrpc.php 1

v Clickjacking: CSP frame-ancestors missing

Classification



CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:.L/VA:N/SC:
N/SI:N/SA:N
Base Score: 5.1
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None

CVSS4 User Interaction: Active
Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:C/C:N/I:.L/A:N
Base Score: 5.8

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Changed

Confidentiality Impact: None

Integrity Impact: Low

Availability Impact: None

CVSS3

Base Score: 4.3
Access Vector: Network _accessible
Access Complexity: Medium
Authentication: None
Confidentiality Impact: None
Integrity Impact: Partial
Availability Impact: None

CVSS2 Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-1021
Affected items Variation
Web Server 1

v Clickjacking: X-Frame-Options header

Classification



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

v Cookies Not Marked as HttpOnly

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:.L/VA:N/SC:
N/SI:N/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:C/C:N/I:.L/A:N
Base Score: 5.8

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Changed

Confidentiality Impact: None

Integrity Impact: Low

Availability Impact: None

Base Score: 4.3

Access Vector: Network _accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: None

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-1021
Variation
1



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:N/VA:N/SC:
N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-1004
Variation
1

v Cookies with missing, inconsistent or contradictory properties

Classification



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

v Insecure Frame (External)

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:N/VA:N/SC:
N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-284
Variation
1
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CVSS4

CVSS3

CVSS2

CWE
Affected items

[contact-us/

v Version Disclosure (PHP)

Classification

CVSS:4.0/AV:N/AC:H/AT:N/PR:H/UI:A/NVC:L/VI:L/VA:L/SC:L

/SI:L/SA:L

Base Score: 1.8

Attack Vector: Network

Attack Complexity: High

Privileges Required: High

User Interaction: Active

Confidentiality Impact to the Vulnerable System: Low
Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: Low
Confidentiality Impact to the Subsequent System: Low
Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System: Low

CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:L/I:L/A:L
Base Score: 5.1

Attack Vector: Network

Attack Complexity: High

Privileges Required: High

User Interaction: Required

Scope: Changed

Confidentiality Impact: Low

Integrity Impact: Low

Availability Impact: Low

Base Score: 4.6

Access Vector: Network _accessible
Access Complexity: High

Authentication: Single

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: Partial

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-829
Variation
1

1"



CVSS4

CVSS3

CVSS2

Affected items
Web Server

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/SC:

N/SI:N/SA:N/E:P

Base Score: 5.5

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System: Low
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Variation
1

v WordPress admin accessible without HTTP authentication

Classification

CVS$S4

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:N/SC:

N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

12



CVSS3

CVSS2

CWE
Affected items

/wp-admin/

v WordPress REST APl User Enumeration

Classification

Cvss4

CVSS3

CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-16
Variation
1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:N/SC:
N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

13



CVSS2

CWE
Affected items
Web Server

® Content Security Policy Misconfiguration

Classification
CWE

Affected items
Web Server

® Generic Email Address Disclosure

Classification

CVvSsSs4

CVSS3

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-200
Variation
1

CWE-16
Variation
1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:N/VI:N/VA:N/SC:
N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

14



CVSS2

CWE
Affected items
Web Server

® Permissions-Policy header not implemented

Classification

Cvss4

CVSS3

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-200
Variation
1

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:-A/VC:N/VI:N/VA:N/SC:
N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None
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CVSS2

CWE
Affected items
Web Server

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-1021

Variation
1
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Alerts details

~ Development configuration files

Severity Medium
Reported by module /Scripts/PerFolder/Development_Files.script
Description

One or more configuration files (e.g. Vagrantfile, Gemfile, Rakefile, ...) were found. These files may expose sensitive
information that could help a malicious user to prepare more advanced attacks. It's recommended to remove or restrict
access to this type of files from production systems.

Impact

These files may disclose sensitive information. This information can be used to launch further attacks.
Recommendation

Remove or restrict access to all configuration files acessible from internet.

Affected items

Web Server
Details

Development configuration files:
« https://miftahulkhairrealestate.com/wp-content/plugins/hostinger-reach/package.json
package.json => Grunt configuration file. Grunt is a JavaScript task runner.
« https://miftahulkhairrealestate.com/wp-content/plugins/hostinger-reach/composer.json

composer.json => Composer configuration file. Composer is a dependency manager for PH

Request headers

GET /wp-content/plugins/hostinger-reach/package.json HTTP/1.1
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: miftahulkhairrealestate.com

Connection: Keep-alive

~ HTTP Strict Transport Security (HSTS) Policy Not Enabled

Severity Medium

17



Reported by module /httpdata/HSTS not_implemented.js

Description
HTTP Strict Transport Security (HSTS) tells a browser that a web site is only accessable using HTTPS. It was detected that

your web application doesn't implement HTTP Strict Transport Security (HSTS) as the Strict Transport Security header is
missing from the response.

Impact
HSTS can be used to prevent and/or mitigate some types of man-in-the-middle (MitM) attacks
Recommendation

It's recommended to implement HTTP Strict Transport Security (HSTS) into your web application. Consult web references
for more information

References

hstspreload.org_(https://hstspreload.org/)

Affected items

Web Server
Details
URLs where HSTS is not enabled:

o https://miftahulkhairrealestate.com/

« https://miftahulkhairrealestate.com/about-us/

« https://miftahulkhairrealestate.com/author/mgmarketingconsultancyservicesgmail-com/
« https://miftahulkhairrealestate.com/buying-property/

« https://miftahulkhairrealestate.com/contact-us/

« https://miftahulkhairrealestate.com/renting-property/

« https://miftahulkhairrealestate.com/selling-property/

« https://miftahulkhairrealestate.com/services/

« https://miftahulkhairrealestate.com/hello-world/

o https://miftahulkhairrealestate.com/comments/

« https://miftahulkhairrealestate.com/wp-login.php

« https://miftahulkhairrealestate.com/author/

« https://miftahulkhairrealestate.com/category/uncategorized/

« https://miftahulkhairrealestate.com/category/

o https://miftahulkhairrealestate.com/wp-content/

« https://miftahulkhairrealestate.com/wp-content/themes/

« https://miftahulkhairrealestate.com/hcdn-cgi/

« https://miftahulkhairrealestate.com/wp-content/themes/hello-elementor/
« https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/

« https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/assets/
« https://miftahulkhairrealestate.com/wp-comments-post.php

Request headers
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https://hstspreload.org/
https://hstspreload.org/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security

GET / HTTP/1.1

Referer: https://miftahulkhairrealestate.com/

Accept: text/html,application/xhtml+xml, application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: miftahulkhairrealestate.com

Connection: Keep-alive

~ SSL Certificate Is About To Expire

Severity Medium
Reported by module /Scripts/PerServer/SSL_Audit.script
Description

One of the TLS/SSL certificates used by your server is about to expire.

Once the certificate has expired, most web browsers will present end-users with a security warning, asking them to
manually confirm the authenticity of your certificate chain. Software or automated systems may silently refuse to connect to
the server.

This alert is not necessarily caused by the server (leaf) certificate, but may have been triggered by an intermediate
certificate. Please refer to the certificate serial number in the alert details to identify the affected certificate.

Impact

If an application server detects an expired certificate with a system it is communicating with, the application server may
continue processing data as if nothing happened, or the connection may be abruptly terminated.

Recommendation
Contact your Certificate Authority to renew the SSL certificate.

Affected items

Web Server

Details

The TLS/SSL certificate (serial: 06fa5d1abe8665d31061537a2a39dd38b2b7) will expire in less than 60 days. The
certificate validity period is from Sat Mar 14 2026 12:11:24 GMT+0400 (Arabian Standard Time) to Fri Jun 12 2026
12:11:23 GMT+0400 (Arabian Standard Time) (43 days left)

Request headers
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~ WordPress XML-RPC authentication brute force

Severity Medium
Reported by module /Scripts/WebApps/wordpress_5.script
Description

WordPress provides an XML-RPC interface via the xmirpc.php script. XML-RPC is remote procedure calling using HTTP
as the transport and XML as the encoding. An attacker can abuse this interface to brute force authentication credentials
using API calls such as wp.getUsersBlogs.

Impact

An attacker can brute force the authentication credentials for your WordPress blog.

Recommendation

It is possible to disable the XML-RPC script if you do not want to use it. Consult references for a WordPress plugin that
does that. If you don't want to disable XML-RPC you can monitor for XML-RPC authentication failures with a Web
Application Firewall like ModSecurity.

References

WordPress XML-RPC Brute Force Scanning_(https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/honeypot-
Prevent XMLRPC (h_ttos://wordpress.orqlolugi_h_s/Drevent-merpc/)

WordPress brute force attack via wp.getUsersBlogs
(https://isc.sans.edu/diary/+WordPress+brute+force+attack+via+wp.getUsersBlogs/18427)

Affected items

Ixmirpc.php
Details

Pattern found:

<value><string>Incorrect username or password.</string></value>

Request headers
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https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/honeypot-alert-wordpress-xml-rpc-brute-force-scanning/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/honeypot-alert-wordpress-xml-rpc-brute-force-scanning/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/honeypot-alert-wordpress-xml-rpc-brute-force-scanning/
https://wordpress.org/plugins/prevent-xmlrpc/
https://wordpress.org/plugins/prevent-xmlrpc/
https://isc.sans.edu/diary/+WordPress+brute+force+attack+via+wp.getUsersBlogs/18427
https://isc.sans.edu/diary/+WordPress+brute+force+attack+via+wp.getUsersBlogs/18427

POST //xmlrpc.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Content-Length: 264

Accept: text/html, application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: miftahulkhairrealestate.com

Connection: Keep-alive

<?xml version="1.0" encoding="iso0-8859-1"?>

<methodCall>

<methodName>wp.getUsersBlogs</methodName>

<params>

<param><value><string>admin</string></value></param>
<param><value><string>89475895437895437534987</string></value>
</param>

</params>

</methodCall>

v Clickjacking: CSP frame-ancestors missing

Severity Low
Reported by module /httpdata/CSP_not_implemented.js
Description

Clickjacking (User Interface redress attack, Ul redress attack, Ul redressing) is a malicious technique of tricking a Web user
into clicking on something different from what the user perceives they are clicking on, thus potentially revealing confidential
information or taking control of their computer while clicking on seemingly innocuous web pages.

The server didn't return a frame-ancestors directive in the Content-Security-Policy header which means that this website
could be at risk of a clickjacking attack. The frame-ancestors directives can be used to indicate whether or not a browser

should be allowed to render a page inside a frame. Sites can use this to avoid clickjacking attacks, by ensuring that their
content is not embedded into other sites.

Impact
The impact depends on the affected web application.

Recommendation
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Configure your web server to include a CSP header with frame-ancestors directive and an X-Frame-Options header.
Consult Web references for more information about the possible values for this header.

References

OWASP Clickjacking_(https://cheatsheetseries.owasp.org/cheatsheets/Clickjacking_Defense_Cheat Sheet.html)

CSP: frame-ancestors (https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/frame-
ancestors)

The X-Frame-Options response header (https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options)

Affected items

Web Server
Details

Paths without CSP frame-ancestors:

« https://miftahulkhairrealestate.com/

o https://miftahulkhairrealestate.com/about-us/

« https://miftahulkhairrealestate.com/author/mgmarketingconsultancyservicesgmail-com/
« https://miftahulkhairrealestate.com/buying-property/

o https://miftahulkhairrealestate.com/contact-us/

« https://miftahulkhairrealestate.com/renting-property/

« https://miftahulkhairrealestate.com/selling-property/

« https://miftahulkhairrealestate.com/services/

« https://miftahulkhairrealestate.com/hello-world/

« https://miftahulkhairrealestate.com/comments/

« https://miftahulkhairrealestate.com/wp-login.php

« https://miftahulkhairrealestate.com/author/

« https://miftahulkhairrealestate.com/category/uncategorized/

« https://miftahulkhairrealestate.com/category/

« https://miftahulkhairrealestate.com/wp-content/

o https://miftahulkhairrealestate.com/wp-content/themes/

« https://miftahulkhairrealestate.com/hcdn-cgi/

« https://miftahulkhairrealestate.com/wp-content/themes/hello-elementor/
« https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/

« https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/assets/

« https://miftahulkhairrealestate.com/wp-content/plugins/

Request headers
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https://cheatsheetseries.owasp.org/cheatsheets/Clickjacking_Defense_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Clickjacking_Defense_Cheat_Sheet.html
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/frame-ancestors
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/frame-ancestors
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/frame-ancestors
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

GET / HTTP/1.1

Referer: https://miftahulkhairrealestate.com/

Accept: text/html,application/xhtml+xml, application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: miftahulkhairrealestate.com

Connection: Keep-alive

v Clickjacking: X-Frame-Options header

Severity Low
Reported by module /httpdata/X_Frame_Options_not_implemented.js
Description

Clickjacking (User Interface redress attack, Ul redress attack, Ul redressing) is a malicious technique of tricking a Web user
into clicking on something different from what the user perceives they are clicking on, thus potentially revealing confidential
information or taking control of their computer while clicking on seemingly innocuous web pages.

The server did not return an X-Frame-Options header with the value DENY or SAMEORIGIN, which means that this
website could be at risk of a clickjacking attack. The X-Frame-Options HTTP response header can be used to indicate

whether or not a browser should be allowed to render a page inside a frame or iframe. Sites can use this to avoid
clickjacking attacks, by ensuring that their content is not embedded into untrusted sites.

Impact
The impact depends on the affected web application.
Recommendation

Configure your web server to include an X-Frame-Options header and a CSP header with frame-ancestors directive.
Consult Web references for more information about the possible values for this header.

References

The X-Frame-Options response header (https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options)
Clickjacking_(https://en.wikipedia.org/wiki/Clickjacking)

OWASP Clickjacking_(https://cheatsheetseries.owasp.org/cheatsheets/Clickjacking_Defense Cheat_Sheet.html)

Frame Buster Buster (https://stackoverflow.com/questions/958997 /frame-buster-buster-buster-code-needed)

Affected items

Web Server

Details
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://en.wikipedia.org/wiki/Clickjacking
https://en.wikipedia.org/wiki/Clickjacking
https://cheatsheetseries.owasp.org/cheatsheets/Clickjacking_Defense_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Clickjacking_Defense_Cheat_Sheet.html
https://stackoverflow.com/questions/958997/frame-buster-buster-buster-code-needed
https://stackoverflow.com/questions/958997/frame-buster-buster-buster-code-needed

Paths without secure XFO header:

https://miftahulkhairrealestate.com/
https://miftahulkhairrealestate.com/about-us/
https://miftahulkhairrealestate.com/author/mgmarketingconsultancyservicesgmail-com/
https://miftahulkhairrealestate.com/buying-property/
https://miftahulkhairrealestate.com/contact-us/
https://miftahulkhairrealestate.com/renting-property/
https://miftahulkhairrealestate.com/selling-property/
https://miftahulkhairrealestate.com/services/
https://miftahulkhairrealestate.com/hello-world/
https://miftahulkhairrealestate.com/comments/
https://miftahulkhairrealestate.com/author/
https://miftahulkhairrealestate.com/category/uncategorized/
https://miftahulkhairrealestate.com/category/
https://miftahulkhairrealestate.com/wp-content/
https://miftahulkhairrealestate.com/wp-content/themes/
https://miftahulkhairrealestate.com/hcdn-cgi/
https://miftahulkhairrealestate.com/wp-content/themes/hello-elementor/
https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/
https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/assets/
https://miftahulkhairrealestate.com/wp-comments-post.php

https://miftahulkhairrealestate.com/wp-content/plugins/

Request headers
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GET / HTTP/1.1

Referer: https://miftahulkhairrealestate.com/

Accept: text/html,application/xhtml+xml, application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: miftahulkhairrealestate.com

Connection: Keep-alive

v Cookies Not Marked as HttpOnly

Severity Low
Reported by module /RPA/Cookie_Without_HttpOnly.js
Description

One or more cookies don't have the HttpOnly flag set. When a cookie is set with the HttpOnly flag, it instructs the browser
that the cookie can only be accessed by the server and not by client-side scripts. This is an important security protection for
session cookies.

Impact

Cookies can be accessed by client-side scripts.
Recommendation

If possible, you should set the HttpOnly flag for these cookies.

Affected items

Web Server
Verified vulnerability

Details
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Cookies without HttpOnly flag set:

https://miftahulkhairrealestate.com/wp-comments-post.php

Set-Cookie: comment author 4d06ad43443edf3fatfc3a429feedllcc=%20; expires=Wed,

« https://miftahulkhairrealestate.com/wp-comments-post.php

30 Apr

Set-Cookie: comment author email 4d06ad43443edf3fa6fc3ad429feed4llcc=%20; expires=Wed,

https://miftahulkhairrealestate.com/wp-comments-post.php

3

Set-Cookie: comment author url 4d06a43443edf3fa6fc3ad429feed4llcc=%20; expires=Wed, 30

« https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wordpress 4d06a4d43443edf3fa6fc3ad29feedllcc=%20; expires=Wed, 30 Apr

Set-Cookie: wordpress 4d06ad43443edf3fa6fc3ad429feed4l0cc=%20; expires=Wed, 30 Apr

Set-Cookie: wordpress 4d06a4d43443edf3fa6fc3ad29feedllcc=%20; expires=Wed, 30 Apr

Set-Cookie: wordpress 4d06a4d43443edf3fa6fc3ad29feedllcc=%20; expires=Wed, 30 Apr

« https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wordpress sec 4d06ad43443edf3fa6fc3a429feedl0cc=%20; expires=Wed, 30

Set-Cookie: wordpress sec 4d06ad43443edf3fa6fc3a429feed4l0cc=%20; expires=Wed, 30

Set-Cookie: wordpress sec 4d06a43443edf3fab6fc3ad29feedllcc=%20; expires=Wed, 30

Set-Cookie: wordpress sec 4d06a43443edf3fa6fc3ad429feedllcc=%20; expires=Wed, 30

« https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wordpress logged in 4d06a43443edf3fa6fc3ad429feedllcc=%20;

Set-Cookie: wordpress logged in 4d06a43443edf3fa6fc3ad29feedllcc=%20;

« https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wp-settings-0=%20; expires=Wed, 30 Apr 2025 07:41:07 GMT;

« https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wp-settings-time-0=%20; expires=Wed, 30 Apr 2025 07:41:07

2025
2025
2025

2025

Apr
Apr
Apr

Apr

expires=Wed, 3

expires=Wed, 3

0

0

Max-Age=0; path

GMT; Max-Age=0;
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https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wordpressuser 4d06a43443edf3fa6fc3ad29feedllcc=%20; expires=Wed, 30

Set-Cookie: wordpressuser 4d06a43443edf3fa6fc3ad429feedllcc=%20; expires=Wed, 30

https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wordpresspass 4d06ad43443edf3fa6fc3a429feedl0cc=%20; expires=Wed, 30

Set-Cookie: wordpresspass 4d06a4d43443edf3fa6fc3ad29feedllcc=%20; expires=Wed, 30

https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wp-postpass 4d06a4d43443edf3fa6fc3ad29feedlOcc=%20; expires=Wed,

https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wordpress 4d06a43443edf3fa6fc3ad29feedllcc=%20; expires=Wed, 30 Apr

Set-Cookie: wordpress 4d06a43443edf3fa6fc3ad429feedllcc=%20; expires=Wed, 30 Apr

Set-Cookie: wordpress 4d06ad43443edf3fa6fc3ad429feed4l0cc=%20; expires=Wed, 30 Apr

Set-Cookie: wordpress 4d06a4d43443edf3fa6fc3ad29feedllcc=5%20; expires=Wed, 30 Apr

https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wordpress sec 4d06a43443edf3fa6fc3ad29feedllcc=%20; expires=Wed, 30

Set-Cookie: wordpress sec 4d06ad43443edf3fa6fc3a429feedl0cc=%20; expires=Wed, 30

Set-Cookie: wordpress sec 4d06ad43443edf3fa6fc3a429feed4l0cc=%20; expires=Wed, 30

Set-Cookie: wordpress sec 4d06a4d43443edf3fa6fc3ad29feedllcc=%20; expires=Wed, 30

https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wordpress logged in 4d06a43443edf3fa6fc3ad29feedllcc=5%20; expires=Wed,

Set-Cookie: wordpress logged in 4d06ad43443edf3fa6fc3ad429feedllcc=%20; expires=Wed,

https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wp-settings-0=%20; expires=Wed, 30 Apr 2025 08:11:01 GMT;

https://miftahulkhairrealestate.com/wp-login.php

Max-Age=0;

Apr

Apr

Apr

Apr

2025
2025
2025

2025

Apr
Apr
Apr

Apr

30 Apr 202

30

30

path

Set-Cookie: wp-settings-time-0=%20; expires=Wed, 30 Apr 2025 08:11:01 GMT; Max-Age=0;

27



« https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wordpressuser 4d06ad43443edf3fa6fc3ad429feedllcc=%20; expires=Wed, 30 Apr 2

Set-Cookie: wordpressuser 4d06a43443edf3fa6fc3ad429feedllcc=%20; expires=Wed, 30 Apr 2

« https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wordpresspass 4d06a43443edf3fa6fc3a429feedllcc=%20; expires=Wed, 30 Apr 2

Set-Cookie: wordpresspass 4d06ad43443edf3fa6fc3ad429feedl0cc=%20; expires=Wed, 30 Apr 2

« https://miftahulkhairrealestate.com/wp-login.php

Set-Cookie: wp-postpass 4d06a4d43443edf3fa6fc3ad29feedllcc=5%20; expires=Wed, 30 Apr 202

Request headers

POST /wp-comments-post.php HTTP/1.1

Content-Type: application/x-www—-form-urlencoded

Referer: https://miftahulkhairrealestate.com/hello-world/
Content-Length: 140

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: miftahulkhairrealestate.com

Connection: Keep-alive

author=zFPWdwPk&comment=555&comment parent=0&comment post ID=l&email=testing%40example.co
m&submit=Post%$20Comment&url=http://www.example.comé&

v Cookies with missing, inconsistent or contradictory properties

Severity Low
Reported by module /RPA/Cookie_Validator.js
Description

At least one of the following cookies properties causes the cookie to be invalid or incompatible with either a different
property of the same cookie, of with the environment the cookie is being used in. Although this is not a vulnerability in itself,
it will likely lead to unexpected behavior by the application, which in turn may cause secondary security issues.
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Impact
Cookies will not be stored, or submitted, by web browsers.
Recommendation

Ensure that the cookies configuration complies with the applicable standards.

References

Cookies: HTTP State Management Mechanism (https://tools.ietf.org/html/draft-ietf-httpbis-rfc6265bis-05)
SamesSite Updates - The Chromium Projects (https://www.chromium.org/updates/same-site)

draft-west-first-party-cookies-07: Same-site Cookies (https://tools.ietf.org/html/draft-west-first-party-cookies-07)

Affected items

Web Server
Verified vulnerability

Details
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie
https://www.sjoerdlangkemper.nl/2017/02/09/cookie-prefixes/
https://www.sjoerdlangkemper.nl/2017/02/09/cookie-prefixes/
https://tools.ietf.org/html/draft-ietf-httpbis-rfc6265bis-05
https://tools.ietf.org/html/draft-ietf-httpbis-rfc6265bis-05
https://www.chromium.org/updates/same-site
https://www.chromium.org/updates/same-site
https://tools.ietf.org/html/draft-west-first-party-cookies-07
https://tools.ietf.org/html/draft-west-first-party-cookies-07

List of cookies with missing, inconsistent or contradictory properties:

« https://miftahulkhairrealestate.com/wp-comments-post.php

Cookie was set with:

Set-Cookie: comment author 4d06a4d43443edf3fatcfc3ad29feedllcc=%20; expires=Wed, 30 Apr

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

« https://miftahulkhairrealestate.com/wp-comments-post.php

Cookie was set with:

Set-Cookie: comment author email 4d06ad43443edf3fa6fc3ad429feedl0cc=%20; expires=Wed, 3

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

« https://miftahulkhairrealestate.com/wp-comments-post.php

Cookie was set with:

Set-Cookie: comment author url 4d06ad43443edf3fa6fc3ad429feedlOcc=%20; expires=Wed, 30

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

« https://miftahulkhairrealestate.com/wp-comments-post.php

Cookie was set with:
Set-Cookie: lscache vary=commenter; expires=Mon, 12 Apr 2027 12:58:33 GMT; Max-Age=3
This cookie has the following issues:

- Cookie without SameSite attribute.

When cookies lack the SameSite attribute, Web browsers may apply different and someti

« https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wordpress test cookie=WP%20Cookie%20check; path=/; secure; HttpOnly

This cookie has the following issues:
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- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wordpress 4d06ad43443edf3fa6fc3a429feed4l0cc=%20; expires=Wed, 30 Apr 2025

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wordpress sec 4d06ad43443edf3fa6fc3ad429feedllcc=%20; expires=Wed, 30 Apr 2

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wordpress logged in 4d06a43443edf3fa6fc3ad429feedllcc=%20; expires=Wed, 30

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wp-settings-0=%20; expires=Wed, 30 Apr 2025 07:41:07 GMT; Max-Age=0; path

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wp-settings-time-0=%20; expires=Wed, 30 Apr 2025 07:41:07 GMT; Max-Age=0;

This cookie has the following issues:
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- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wordpressuser 4d06ad43443edf3fa6fc3a429feedllcc=%20; expires=Wed, 30 Apr 2

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wordpresspass 4d06ad43443edf3fa6fc3ad429feedllcc=%20; expires=Wed, 30 Apr 2

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wp-postpass 4d06ad43443edf3fa6fc3ad429feedl0cc=5%20; expires=Wed, 30 Apr 202

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wordpress 4d06ad43443edf3fa6fc3ad429feedll0cc=%20; expires=Wed, 30 Apr 2025

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wordpress sec 4d06ad43443edf3fa6fc3ad429feedl0cc=5%20; expires=Wed, 30 Apr 2

This cookie has the following issues:
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- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wordpress logged in 4d06ad43443edf3fa6fc3ad429feedllcc=%20; expires=Wed, 30

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wp-settings-0=%20; expires=Wed, 30 Apr 2025 08:11:01 GMT; Max-Age=0; path

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wp-settings-time-0=%20; expires=Wed, 30 Apr 2025 08:11:01 GMT; Max-Age=0;

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wordpressuser 4d06ad43443edf3fa6fc3a429feedllcc=%20; expires=Wed, 30 Apr 2

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wordpresspass 4d06ad43443edf3fa6fc3ad429feedllcc=%20; expires=Wed, 30 Apr 2

This cookie has the following issues:
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- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

« https://miftahulkhairrealestate.com/wp-login.php

Cookie was set with:

Set-Cookie: wp-postpass 4d06ad43443edf3facfc3ad29feedllcc=%20; expires=Wed, 30 Apr 202

This cookie has the following issues:

- Cookie without SameSite attribute.
When cookies lack the SameSite attribute, Web browsers may apply different and someti

Request headers

POST /wp-comments-post.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Referer: https://miftahulkhairrealestate.com/hello-world/
Content-Length: 140

Accept: text/html, application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: miftahulkhairrealestate.com

Connection: Keep-alive

author=zFPWdwPk&comment=555&comment parent=0&comment post ID=l&email=testing%40example.co
m&submit=Post%$20Comment&url=http://www.example.comé&

v Insecure Frame (External)

Severity Low
Reported by module /httpdata/iframe_sandbox.js
Description

The web page was found to be using an Inline Frame ("iframe") to embed a resource, such as a different web page. The
Inline Frame is either configured insecurely, or not as securely as expected. This vulnerability alert is based on the origin of
the embedded resource and the iframe's sandbox attribute, which can be used to apply security restrictions as well as
exceptions to these restrictions.

Impact

When a web page uses an insecurely configured iframe to embed another web page, the latter may manipulate the former,
and trick its visitors into performing unwanted actions.
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Recommendation

Review the iframe's purpose and environment, and use the sandbox attribute to secure the iframe while applying sandbox
directives to ease security restrictions if necessary.

References

MDN | iframe: The Inline Frame Element (https://developer.mozilla.org/en-US/docs/Web/HTML/Element/iframe)

HTML Standard: iframe (https://html.spec.whatwg.org/multipage/iframe-embed-object.html#the-iframe-element)

HTML 5.2: 4.7. Embedded content (https://www.w3.org/TR/html52/semantics-embedded-content.html#element-attrdef-
iframe-sandbox)

Affected items

Icontact-us/

Verified vulnerability

Details

An iframe tag references an external resource, and no sandbox attribute is set.
Request headers

GET /contact-us/ HTTP/1.1

Referer: https://miftahulkhairrealestate.com/
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: miftahulkhairrealestate.com

Connection: Keep-alive

v Version Disclosure (PHP)

Severity Low
Reported by module /Scripts/PerServer/Version_Check.script
Description

The web server is sending the X-Powered-By: response headers, revealing the PHP version.

Impact

An attacker might use the disclosed information to harvest specific security vulnerabilities for the version identified.
Recommendation

Configure your web server to prevent information leakage from its HTTP response.

References
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PHP Documentation: header_remove()_(https://www.php.net/manual/en/function.header-remove.php)
PHP Documentation: php.ini directive expose_php (https://www.php.net/manual/en/ini.core.php#ini.expose-php)

Affected items

Web Server
Details
Version detected: PHP/8.3.30.

Request headers

v WordPress admin accessible without HTTP authentication

Severity Low
Reported by module /Scripts/WebApps/wordpress_18.script
Description

It's recommended to restrict access to the WordPress administration dashboard using HTTP authentication. Password
protecting your WordPress admin dashboard through a layer of HTTP authentication is an effective measure to thwart
attackers attempting to guess user's passwords. Additionally, if attackers manage to steal a user's password, they will need
to get past HTTP authentication in order to gain access to WordPress login form.

Impact
No impact is associated with this vulnerability.
Recommendation

Add server-side password protection (such as BasicAuth) to the /wp-admin/ directory. Consult web references for more
information.

References

Securing wp-admin (https://codex.wordpress.org/Hardening_WordPress)
WordPress Security Tips Part 5 | Restrict Access to wp-admin Directory (https://www.acunetix.com/blog/articles/wordpress-

Affected items

/wp-admin/

Details

Request headers
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GET /wp-admin/ HTTP/1.1
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: miftahulkhairrealestate.com

Connection: Keep-alive

v WordPress REST APl User Enumeration

Severity Low
Reported by module /Scripts/WebApps/wordpress_21.script
Description

WordPress includes a REST API that can be used to list the information about the registered users on a WordPress
installation. The REST API exposed user data for all users who had authored a post of a public post type. WordPress 4.7.1
limits this to only post types which have specified that they should be shown within the REST API.

Impact

An unauthenticated attacker can gain access to the list of users on a WordPress installation. This can be exploited by bots
that are launching brute-force password guessing attacks on WordPress websites.

Recommendation

Install a WordPress plugin such as Stop User Enumeration. Stop User Enumeration is a security plugin designed to detect
and prevent hackers scanning your site for user names.

References

Stop User Enumeration (https://wordpress.org/plugins/stop-user-enumeration/)
WordPress 4.7.1 Security and Maintenance Release (https://wordpress.org/news/2017/01/wordpress-4-7-1-security-and-
maintenance-release/)

Affected items

Web Server

Details

Request headers
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GET /wp-json/wp/v2/users HTTP/1.1
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: miftahulkhairrealestate.com

Connection: Keep-alive

® Content Security Policy Misconfiguration

Severity Informational
Reported by module /httpdata/content_security_policy.js
Description

Acunetix evaluated the scan target's Content Security Policies, checked for misconfigurations and potentially unintended
side-effects of otherwise valid configurations, and offers the following suggestions on how to change existing policies for
improved security and maximum compatibility.

Impact

Consult References for more information.

Recommendation

See alert details for available remediation advice.

References

Using_Content Security Policy (CSP) to Secure Web Applications (https://www.invicti.com/blog/web-security/content-

The dangers of incorrect CSP implementations (https://www.invicti.com/blog/web-security/negative-impact-incorrect-csp-
implementations/)

Leverage Browser Security Features to Secure Your Website (https://www.invicti.com/blog/web-security/leverage-browser-
security-features-secure-website/)

Affected items

Web Server
Verified vulnerability

Details
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https://www.invicti.com/blog/web-security/content-security-policy/
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https://www.invicti.com/blog/web-security/negative-impact-incorrect-csp-implementations/
https://www.invicti.com/blog/web-security/negative-impact-incorrect-csp-implementations/
https://www.invicti.com/blog/web-security/leverage-browser-security-features-secure-website/
https://www.invicti.com/blog/web-security/leverage-browser-security-features-secure-website/
https://www.invicti.com/blog/web-security/leverage-browser-security-features-secure-website/

» Missing object-src in CSP Declaration
o First observed on: https://miftahulkhairrealestate.com/
o CSP Value: upgrade-insecure-requests
o CSP Source: header
o Summary: Acunetix detected that object-src is missed in CSP declaration. It allows the injection of plugins
which can execute JavaScript.
Impact: N/A
o Remediation: Set object-src to 'none' in CSP declaration: Content-Security-Policy: object-src 'none’;
o References:
« N/A

o

Request headers
GET / HTTP/1.1

Referer: https://miftahulkhairrealestate.com/
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: miftahulkhairrealestate.com

Connection: Keep-alive

® Generic Email Address Disclosure

Severity Informational
Reported by module /httpdata/text_search.js
Description

One or more email addresses have been found on this website. The majority of spam comes from email addresses
harvested off the internet. The spam-bots (also known as email harvesters and email extractors) are programs that scour
the internet looking for email addresses on any website they come across. Spambot programs look for strings like
myname@mydomain.com and then record any addresses found.

Impact

Email addresses posted on Web sites may attract spam.
Recommendation

Check references for details on how to solve this problem.
References

Anti-spam techniques (https://en.wikipedia.org/wiki/Anti-spam_techniques)

Affected items
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Web Server
Details

Emails found:

« https://miftahulkhairrealestate.com/wp-json/oembed/1.0/embed
mgmarketingconsultancyservices@gmail.com

« https://miftahulkhairrealestate.com/author/mgmarketingconsultancyservicesgmail-com/
mgmarketingconsultancyservices@gmail.com

Request headers

GET /wp-json/oembed/1.0/embed?format=xml&url=https://miftahulkhairrealestate.com/
HTTP/1.1

Referer: https://miftahulkhairrealestate.com/
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: miftahulkhairrealestate.com

Connection: Keep-alive

® Permissions-Policy header not implemented

Severity Informational
Reported by module /httpdata/permissions_policy.js
Description

The Permissions-Policy header allows developers to selectively enable and disable use of various browser features and
APIs.

Impact
Recommendation

References

Permissions-Policy / Feature-Policy (MDN)_(https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Feature-Policy)
Permissions Policy (W3C)_(https://www.w3.org/TR/permissions-policy-1/)

Affected items

Web Server

Details
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Locations without Permissions-Policy header:

« https://miftahulkhairrealestate.com/

« https://miftahulkhairrealestate.com/about-us/

« https://miftahulkhairrealestate.com/author/mgmarketingconsultancyservicesgmail-com/
« https://miftahulkhairrealestate.com/buying-property/

o https://miftahulkhairrealestate.com/contact-us/

« https://miftahulkhairrealestate.com/renting-property/

« https://miftahulkhairrealestate.com/selling-property/

o https://miftahulkhairrealestate.com/services/

« https://miftahulkhairrealestate.com/hello-world/

« https://miftahulkhairrealestate.com/wp-comments-post.php
o https://miftahulkhairrealestate.com/comments/

« https://miftahulkhairrealestate.com/wp-login.php

« https://miftahulkhairrealestate.com/wp-includes/css/dist/editor/
« https://miftahulkhairrealestate.com/wp-admin/images/

« https://miftahulkhairrealestate.com/author/

« https://miftahulkhairrealestate.com/wp-admin/includes/

« https://miftahulkhairrealestate.com/category/uncategorized/
« https://miftahulkhairrealestate.com/category/

o https://miftahulkhairrealestate.com/wp-includes/assets/

o https://miftahulkhairrealestate.com/wp-includes/fonts/

« https://miftahulkhairrealestate.com/wp-includes/images/

Request headers

GET / HTTP/1.1

Referer: https://miftahulkhairrealestate.com/

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: miftahulkhairrealestate.com

Connection: Keep-alive

(KHTML,

like
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Scanned items (coverage report)

https://miftahulkhairrealestate.com/

https://miftahulkhairrealestate.com/about-us/

https://miftahulkhairrealestate.com/author/
https://miftahulkhairrealestate.com/author/mgmarketingconsultancyservicesgmail-com/
https://miftahulkhairrealestate.com/author/mgmarketingconsultancyservicesgmail-com/feed/
https://miftahulkhairrealestate.com/buying-property/

https://miftahulkhairrealestate.com/category/
https://miftahulkhairrealestate.com/category/uncategorized/
https://miftahulkhairrealestate.com/category/uncategorized/feed/
https://miftahulkhairrealestate.com/comments/

https://miftahulkhairrealestate.com/comments/feed/

https://miftahulkhairrealestate.com/contact-us/

https://miftahulkhairrealestate.com/feed/

https://miftahulkhairrealestate.com/hcdn-cgi/

https://miftahulkhairrealestate.com/hcdn-cgi/jschallenge
https://miftahulkhairrealestate.com/hcdn-cgi/jschallenge-validate
https://miftahulkhairrealestate.com/hello-world/

https://miftahulkhairrealestate.com/hello-world/feed/
https://miftahulkhairrealestate.com/renting-property/

https://miftahulkhairrealestate.com/robots.txt

https://miftahulkhairrealestate.com/selling-property/

https://miftahulkhairrealestate.com/services/

https://miftahulkhairrealestate.com/wp-admin/
https://miftahulkhairrealestate.com/wp-admin/admin-ajax.php
https://miftahulkhairrealestate.com/wp-admin/css/
https://miftahulkhairrealestate.com/wp-admin/css/forms.min.css
https://miftahulkhairrealestate.com/wp-admin/css/I10n.min.css
https://miftahulkhairrealestate.com/wp-admin/css/login.min.css
https://miftahulkhairrealestate.com/wp-admin/images/
https://miftahulkhairrealestate.com/wp-admin/includes/
https://miftahulkhairrealestate.com/wp-admin/js/
https://miftahulkhairrealestate.com/wp-admin/js/password-strength-meter.min.js
https://miftahulkhairrealestate.com/wp-admin/js/user-profile.min.js
https://miftahulkhairrealestate.com/wp-admin/user/
https://miftahulkhairrealestate.com/wp-comments-post.php
https://miftahulkhairrealestate.com/wp-content/
https://miftahulkhairrealestate.com/wp-content/plugins/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/css/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/css/conditionals/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/css/conditionals/e-swiper.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/css/frontend.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/css/widget-counter.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/css/widget-divider.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/css/widget-google_maps.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/css/widget-heading.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/css/widget-icon-box.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/css/widget-image-box.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/css/widget-image-carousel.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/css/widget-image.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/js/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/js/counter.12335f45aaa79d244f24 .bundle.min.js
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/js/frontend-modules.min.js
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/js/frontend.min.js
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/js/image-
carousel.6167d20b95b33386757b.bundle.min.js
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/js/section-frontend-
handlers.d85ab872da118940910d.bundle.min.js
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https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/js/shared-frontend-
handlers.03caa53373b56d3bab67.bundle.min.js
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/js/text-editor.45609661e409413f1cef.bundle.min.js
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/js/webpack.runtime.min.js
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/styles/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/styles/bounceln.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/styles/bouncelnLeft.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/styles/bouncelnRight.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/styles/fadeInDown.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/styles/fadelnLeft.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/styles/fadelnRight.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/styles/fadelnUp.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/styles/rollin.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/styles/slideInDown.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/styles/slideInLeft.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/styles/slideInUp.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/animations/styles/zoomin.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/font-awesome/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/font-awesome/css/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/font-awesome/css/all.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/font-awesome/webfonts/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/jquery-numerator/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/jquery-numerator/jquery-numerator.min.js
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/swiper/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/swiper/v8/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/swiper/v8/css/
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/swiper/v8/css/swiper.min.css
https://miftahulkhairrealestate.com/wp-content/plugins/elementor/assets/lib/swiper/v8/swiper.min.js
https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/
https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/assets/
https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/assets/css/
https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/assets/css/fluent-forms-elementor-widget.css
https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/assets/css/fluent-forms-public.css
https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/assets/css/fluentform-public-default.css
https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/assetsl/js/
https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/assets/js/fluent-forms-elementor-widget.js
https://miftahulkhairrealestate.com/wp-content/plugins/fluentform/assets/js/form-submission.js
https://miftahulkhairrealestate.com/wp-content/plugins/hostinger-reach/
https://miftahulkhairrealestate.com/wp-content/plugins/hostinger-reach/composer.json
https://miftahulkhairrealestate.com/wp-content/plugins/hostinger-reach/frontend/
https://miftahulkhairrealestate.com/wp-content/plugins/hostinger-reach/frontend/dist/
https://miftahulkhairrealestate.com/wp-content/plugins/hostinger-reach/frontend/dist/blocks/
https://miftahulkhairrealestate.com/wp-content/plugins/hostinger-reach/frontend/dist/blocks/subscription-view.js
https://miftahulkhairrealestate.com/wp-content/plugins/hostinger-reach/frontend/dist/blocks/subscription.css
https://miftahulkhairrealestate.com/wp-content/plugins/hostinger-reach/package.json
https://miftahulkhairrealestate.com/wp-content/plugins/litespeed-cache/
https://miftahulkhairrealestate.com/wp-content/plugins/royal-elementor-addons/
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